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Advanced Encryption Standard (AES) - FIPS 197
Encryption: (with keys sizes of 128 and 256 bits)
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf”

Elliptic Curve Digital Signature Algorithm - FIPS 186-2
Digital Signature: (using the curves with 256 and 384-bit prime moduli)
http://csrc.nist.gov/publications/fips/fips186-2/fips186-2-changel.pdf"

Elliptic Curve Diffie-Hellman or Elliptic Curve MQV

Draft NIST Special Publication 800-56

(using the curves with 256 and 384-bit prime moduli)
http://csrc.nist.gov/CryptoToolkit/kms/keyschemes-Jan03.pdf*

Secure Hash Algorithm - FIPS 180-2

Hashing: (using SHA-256 and SHA-384)
http://csrc.nist.gov/publications/fips/fips180-2/fips180-2withchangenotice.pdf*

Key Exchange:

Suite B
The Cryptographic Module Verification Program (CMVP)  FIPS-140-2 NIST
Suite B
http://csrc.nist.gov/cryptval/
The Common Criteria Evaluation and Validation Scheme (CCEVS) NSA NIST Information
Assurance The Common Criteria for Information Technology Security Evaluation (CC), ISO/IEC
15408 firewalls, smart cards, operating systems
http://www.niap-ccevs.org/cc-scheme
National Security Agency Suite B
1024 Suite B
Certicom

http://www.nsa.gov/ia/industry/cep.cfm
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