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FRABITIS

ANSI X9.31 RSA Key Generation

FIPS PUB 46 Data Encryption Standard

FIPS PUB 180-2 Secure Hash Algorithm Standard
FIPS PUB 186-2 Digital Signature Standard

FIPS PUB 197 Advanced Encryption Standard

SP 800-38A Block Modes of Operation

SP 800-56A Key Establishment Guidelines

SP 800-90 Deterministic Random Bit Generators

F¥1UF 1 Rig
ICC certified EAL 5+
FIPS 140-2 Level h'Slevel 4, 77U —> 3> (C KD

MWRESZITUXA

Elliptic Curve Cryptography using the NIST curves in GF(p) (P-256, P-384, P-521*)
ECDH and ECMQV Key Establishment per SP 800-56A (all seven modes)
ECDSA Digital Signature Algorithm

Concatenation KDF per SP 800-56A

RSA 1024/2048 Digital Signature Algorithm

RSA-1024/2048 key exchange

DSA 1024 Digital Signature Algorithm

RSA-1024/2048 key exchange

DES, two & three-key triple DES with ECB, CBC

AES 128/192/256 with ECB, CBC

SHA-1 and SHA-224/256/384/512* Secure

Hash Algorithms with HMAC support

OATH HMAC-based One Time Password

(HOTP) algorithm
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Quad Flat No-Lead Plastic Package (QFN)
P Micro Lead Frame Plastic Package (MLF)
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